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Viollier
Securing systems 849% faster with

SUSE Manager and Adfinis

About Viollier

Viollier is Switzerland's leading healthcare laboratory, specializing in clinical diagnosis, pathology, [ ‘ V I O L L I E R
cardiology, ART (Artificial Reproductive Technologies) and medicinal products. The company has 700 staff |

across 15 locations across Switzerland.

Situation & Need

Having moved from a classic physical landscape to a virtualized environment a few years earlier, Viollier
took advantage of its newfound flexibility to set up new Linux instances to accommodate separate 2 SUSE Manager
systems. Virtualization provided many advantages, such as making it easier and more cost-effective to run

production systems separately from more volatile test systems, but it also caused the number of servers to

grow sharply.

Technologies

This development presented the company with a fresh challenge: How could it manage and ensure the
security of its rising number of virtual machines without expanding its IT team?

Marc Karcher, Project Manager at Viollier, said: "We run approximately 50 instances of SUSE Linux
Enterprise Server. In the past, it was difficult and time-consuming to keep them protected by the latest
security patches because we had to update each instance individually.

Goal

"When our partner Adfinis gave us an insightful demonstration of how rapidly a bug like Shellshock can
attack and devastate vulnerable systems, we knew that we had to find a better way to safeguard our
environment." Marc Karcher, Project Manager at Viollier explained.

Previously, it took around 25 hours to apply major patches to our entire SUSE Linux
Enterprise Server environment. Now, we can complete major updates within just four
hours - that's 84 percent faster. As a result, our systems are protected against new
threats much quicker.

Marc Karcher, Project Manager, Viollier

AN 2
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Solution

Working closely with Adfinis, Viollier deployed the SUSE Manager tool,
which provides comprehensive, centralized, automated Linux server
management. "Adfinis provided us with excellent training, showing us
how SUSE Manager could help us patch our systems quickly and
effectively," said Marc Karcher. "Because SUSE Manager is easy to use, we
can operate it without any external support."

Now, Viollier has implemented an industrial, standardized approach to
patch management. The company tests new updates thoroughly to detect
and resolve any problems, then applies them to the production
landscape.

"In the past, when we applied patches manually, it was difficult to gain an
overview of which versions of software were on each machine and see
where we needed to apply security updates," said Marc Karcher. "Now we
can check the status of the company's SUSE Linux Enterprise Server
instances at the touch of a button, see what's going on, and identify
potential vulnerabilities."

Adfinis, SUSE and Viollier

With streamlined patch management supported by SUSE Manager, Viollier
has enhanced system security.

"If we were attacked by a bug like Shellshock today, we would be able to
respond very rapidly," said Marc Karcher. "The advantage of working with
a leading vendor like SUSE is that patches against emerging threats are
created extremely quickly. Then, within 30 minutes of SUSE making the
appropriate patch available, all of our servers can be protected. As data
security climbs up the agenda for companies in all industries, it's great to
have the peace of mind that we are well-equipped to cope with emerging
threats."

Using the automation features of SUSE Manager, Viollier has also shrunk
the time needed to apply new patches.

"Previously, it took around 25 hours to apply major patches to our entire
SUSE Linux Enterprise Server environment because we had to manually
find, download, verify, and deploy the patch individually on each server,"
said Marc Karcher. "Now, we can complete major updates within just four
hours--that's 84 percent faster. As a result, our systems are protected
against new threats much more quickly."

Building on its early success, Viollier is now planning to extend its use of
automation in SUSE Manager to further streamline system administration.
This will generate time savings for IT staff, helping Viollier to continue to
grow its business without having to increase IT headcount.

SUSE Manager

If you have more than a handful of servers to look after or you’re making
changes to your servers regularly, you can’t do without systems
management, and SUSE Manager does exactly that. Not using SUSE
operating systems? Not a problem. This solution is agnostic, just as we are
an agnostic service provider. As Adfinis we can help you land your entire
ecosystem in SUSE Manager for easy provisioning, managing, and
updating. Stay agile, choose Adfinis Professional Services.

Learn more about SUSE Manager

SUSE Multi-Linux
Manager

SUSE Manager provides enormous benefits in helping us enforce higher levels of security
while keeping IT overhead down. It has made our lives so much easier.

Marc Karcher, Project Manager, Viollier

Marc Karcher, Project Manager, Viollier


https://adfinis.com/en/suse-manager/?mtm_campaign=SUSE-Manager-EN&mtm_kwd=SUMA&mtm_source=casestudy&mtm_medium=Viollier&mtm_content=&mtm_id=PM-Q3-SU&mtm_group=&mtm_placement=

Streamline server management with SUSE Manager and Adfinis.

Our experts simplify implementation, migration, and integration, regardless of your
ecosystem. Benefit from comprehensive training and guidance, maximizing the
power of SUSE Manager for efficient server lifecycle management. Choose Adfinis for
expertise and long-term success.
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Our locations

BERN

Adfinis AG
Giessereiweg 5
CH-3007 Bern
+41315503111

THE NETHERLANDS
Adfinis IT Nederland B.V.
Hortensiastraat 10
7555CS Hengelo

+316 249 98 260

Colophon
Title: Viollier

BASEL

Adfinis AG
Guterstrasse 86
CH-4053 Basel
+41615003131

AUSTRALIA

Adfinis IT Australia Pty Ltd
Suite 3.10, TC Beirne Building
315 Brunswick Street
Fortitude Valley, QLD 4006
+61 721 033915

Subtitle: Securing Systems 84% Faster with SUSE Manager and Adfinis

Publisher: Adfinis
Publication date: August 2023

ZURICH

Adfinis AG
Stampfenbachstrasse 40
CH-8006 Zirich

+41 43500 38 90

GERMANY

Adfinis GmbH
Baierbrunner Stralse 3
81379 Miinchen

+49 892 0006 9780

This document is published by Adfinis. All rights reserved. No part of this publication may be reproduced or
transmitted in any form or by any means, electronic or mechanical, including photocopy, recording, or any
information storage and retrieval system, without permission in writing from the publisher.

/\ AdFfinis


https://adfinis.com/en/contact/?mtm_campaign=Contact&mtm_kwd=SUMA&mtm_source=casestudy&mtm_medium=Viollier&mtm_content=&mtm_id=PM-Q3-SU&mtm_group=&mtm_placement=
https://adfinis.com/en/?mtm_campaign=Website&mtm_kwd=SUMA&mtm_source=casestudy&mtm_medium=Viollier&mtm_content=&mtm_id=PM-Q3-SU&mtm_group=&mtm_placement=

